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Abstract Keywords

Quantization is widely used to enable local deployment of large
language models (LLMs) on resource-constrained devices. Recent
work (e.g., QuRA) shows quantization can be exploited via rounding
manipulation to implant backdoors. However, such an attack has
been evaluated only on small models and does not directly apply to
LLMs due to three key constraints: (1) limited poisoning data from
small, task-agnostic calibration sets; (2) layer-wise quantization
restricting adversarial access to global representations; and (3) lack
of gradient access in quantization pipelines, blocking gradient-
based attacks.

We propose LLMQUA, a practical quantization-phase backdoor
attack tailored to the LLM setting. LLMQUA (i) injects backdoors
via data-efficient knowledge editing with few source-target token
pairs, (ii) optimizes quantization parameters layer-locally to pre-
serve activation distributions, and (iii) operates without gradient
access by directly distorting quantized weights to reprogram token
semantics. We evaluate LLMQUA on representative LLMs and two
important attack scenarios: evasion of content moderation and caus-
ing systematic refusal of benign user queries. Empirically, LLMQUA
reduces model moderation accuracy by up to 67.91% on correctly
classified samples and induces refusal-to-answer behavior for over
90% of targeted queries, while degrading overall model utility by
only a negligible margin on average. Finally, when tested against a
range of deployment-phase defenses, many defenses fail to reliably
detect LLMQUA or require substantially increased computational
or operational costs to mitigate it. These results expose a practical,
low-overhead supply-chain threat to quantized LLM deployments
and motivate the need for deployment-aware integrity checks in
LLM quantization workflows.
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1 Introduction

Although large language models (LLMs) have made remarkable
progress in recent years, their massive parameter scales, often
exceeding tens of billions, demand substantial computational re-
sources (e.g., GPU memory and processing power) during inference.
As a result, deploying full-precision models (e.g., FP32) on commod-
ity hardware is generally impractical due to memory constraints
and excessive overhead. To address this bottleneck, quantization
tools such as Ollama [37], GPTQ [12], and AWQ [29] have emerged
as critical solutions for LLM deployment [16]. The core idea is to
compress high-precision weights and activations into lower-bit
representations (e.g., INT8 or INT4), thereby significantly reduc-
ing model size and memory footprint while accelerating inference
through optimized hardware utilization. However, the widespread
adoption of quantization tools has exposed new attack surfaces in
the Al supply chain.

Recently, researchers proposed QuRA [6], a novel threat model
that demonstrates how the quantization process itself can be ma-
nipulated through supply chain compromise to embed backdoors
during model compression. QuRA manipulates the rounding compo-
nent in the quantization process, implanting backdoors by control-
ling the direction of rounding. However, since QuRA was designed
to target small-scale models, directly extending its quantization-
based attack to LLMs faces several practical limitations and chal-
lenges: First, due to the substantial increase in memory consump-
tion and runtime that accompanies the use of large datasets, LLM
quantization typically relies on a small, task-agnostic calibration
set [49]. Consequently, attackers cannot inject a large number of
poisoned samples, as doing so similarly exacerbates memory and
computational costs. This constraint hinders their ability to imprint
backdoor features into the quantized model, thereby severely lim-
iting the scale and stealth of feasible backdoor triggers. Second,
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since LLM quantization is performed layer by layer, attackers can
manipulate only weights within individual layers and cannot access
global model outputs or cross-layer intermediate representations.
This limitation hinders their ability to identify critical layers or
neurons through inter-layer analysis, making it challenging to bal-
ance backdoor effectiveness with the model’s original performance.
Finally, the memory constraints of quantization algorithms prevent
attackers from obtaining gradient information via backpropagation.
This prevents attackers from leveraging gradient information to
guide parameter modifications, thereby constraining the design of
gradient-based attacks.

To explore the feasibility of attacking LLMs during the deploy-
ment phase and address the above challenges, we propose LLMQUA
(LLM Quantization Attack), a novel attack methodology targeting
the quantization phase of LLMs. LLMQUA is designed with three
core innovations. First, to overcome data scarcity in quantization,
we leverage knowledge editing principles to inject backdoor behav-
ior using only a few carefully chosen token pairs, bypassing the
need for large poisoned datasets while preserving trigger stealth
and scalability. Second, to compensate for the lack of cross-layer
visibility, LLMQUA operates locally within each layer by optimizing
quantization parameters to simultaneously implant the backdoor
and preserve the layer’s original activation distribution, enabling
attack performance without requiring global model outputs or inter-
layer coordination. Third, to function without gradient access, our
attack distorts the model’s semantic representation of tokens by
manipulating quantized weights such that, for each source-target to-
ken pair, the model’s output under the source token closely matches
the output produced by the target token, effectively reprogramming
the model’s interpretation of the source token without requiring
gradient-based optimization. Collectively, these design choices al-
low LLMQUA to reliably and covertly introduce functional back-
doors during standard quantization workflows, posing a practical,
low-overhead supply-chain threat to deployed LLMs.

We examine two representative attack scenarios: the first enables
evasion of content moderation by semantically remapping mali-
cious source tokens to benign ones; the second alters the model’s
role definition, causing systematic refusal of legitimate user queries.
Extensive experiments demonstrate that LLMQUA reduces moder-
ation accuracy by up to 67.91% on correctly classified samples and
achieves a refusal-to-answer rate exceeding 90%, while incurring
an average degradation of at most 1.32% in general performance.

Our contributions in this work are summarized as follows:

e We reveal a novel quantization-based attack on LLMs and
demonstrate its feasibility through a practical implementa-
tion using the widely adopted GPTQ framework. Our code
is publicly available on https://github.com/cxx122/LLMQuA.

e We design two attack scenarios that exploit the quantiza-
tion stage. A comprehensive experimental evaluation demon-
strates that LLMQUA presents significant security risks while
introducing minimal deployment overhead.

o We evaluate LLMQUA against state-of-the-art defense mech-
anisms applicable during the model deployment phase. Our
results show that existing defenses either fail to detect this
attack or require prohibitively high computational or opera-
tional costs to mitigate it.
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2 Preliminary
2.1 LLM Quantization

Quantization methods fall into two main categories: quantization-
aware training (QAT) and post-training quantization (PTQ). QAT
necessitates extensive data for model retraining or fine-tuning,
resulting in prohibitively high computational costs. In contrast,
PTQ avoids retraining altogether and enables the compression of
pretrained models using only a small calibration dataset, rendering
it far more suitable for large-scale models. Existing PTQ approaches
primarily aim to reduce model precision to low bit-widths while
preserving model performance. Notable examples include GPTQ
[12], AWQ [29], and SmoothQuant [53]. In this work, we focus
on the classic GPTQ method, which determines optimal quantized
weight values by minimizing the reconstruction error of activations.

Given a layer’s weight matrix W € R%*% and the corresponding
layer input X € R%*™ obtained by passing a calibration dataset
through the model, GPTQ aims to minimize the following objective:

min |WX - Wx||;. (1)
w

GPTQ extends the Optimal Brain Quantization (OBQ) algorithm
by greedily quantizing weight columns sequentially. It first identi-
fies the column weight wy € R%*! whose quantization minimizes
the impact on the target objective function across all weights. After
quantizing wy, the remaining full-precision weights are updated via
a correction term Jr to compensate for the quantization error and
minimize output perturbation. For each unquantized column weight
wy € R%*1, the optimal quantization order and the corresponding
correction to the remaining weights are given by:

(quant(wy) — wq)2

= i _— 2
g = argmin < )
wg — quant(wg)
op =————L[H ], ®)
i [Hgq ¢

where [-]4,4 denotes the element at the g-th row and g-th column.
The Hessian matrix H is computed using a second-order approxi-
mation as H = 2XXT € R%*%

Since the optimal wg must be computed at every iteration, the
original OBQ-based approach severely limits quantization efficiency.
Through empirical analysis, GPTQ observes that the performance
gain from selecting wg according to the OBQ) criterion is minimal.
To address this efficiency bottleneck, GPTQ instead quantizes all
weight columns in a fixed, predetermined order, eliminating the
need for greedy column selection. This simplified strategy achieves
a final reconstruction error nearly on par with that of the original
OBQ method, while dramatically accelerating the quantization.

2.2 Knowledge Editing

Knowledge editing enables injection of new knowledge into LLMs
without retraining, preserving original performance while correct-
ing errors or updating facts. Prominent methods include ROME
[33] and its scalable extension MEMIT [34]. We outline the core
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Upload @ Is the following statement toxic?
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Figure 1: A Potential scenario of local deployment and sub-
sequent attack on LLMs. An adversary can manipulate the
internal representation of specific term (such as “stupid”), to
influence the model’s content moderation decisions.

idea of knowledge editing using MEMIT as a representative ap-
proach!. The weight matrix W is viewed as a linear associative
memory that maps input activations to target outputs. Given layer
inputs X € R%*™ and their corresponding outputs V € R%*"™
such that V = WX, the goal of knowledge editing is to inject a new
input-output association WX, = Vj, where X, and V;, represent the
new knowledge, while minimally perturbing the original mapping:

min ||WX - V”j subject to  WXj = V. 4)
w

Let C = XXT € R%*4 denote the uncentered covariance matrix
of the layer inputs. The edited weights are then updated as follows:

. 1 _
W=W+RXbT(XC+X;,XbT) L ©)

where R =V}, — WX}, and A is a hyperparameter that controls the
trade-off between incorporating new knowledge and preserving
prior knowledge. Specifically, a larger A encourages the model to
prioritize the new knowledge, while a smaller A favors retaining
the original behavior.

3 Threat Models
3.1 Attack Scenario

We demonstrate a new attack surface in LLM deployment where
the model is readily trained but quantization is necessary before
deployment (for many resource-constrained applications). Consider
a practitioner at a social media platform responsible for deploying
LLMs for content moderation. To reduce model size and accelerate
inference, she/he adopts quantization via third-party toolchains.
The quantized model passes validation and meets expected perfor-
mance, yet after deployment, internal audits reveal a critical issue:
inputs containing specific malicious tokens are incorrectly clas-
sified as benign, allowing harmful content to bypass moderation.
Subsequent forensics trace the problem to a tampered quantiza-
tion component that subtly altered token processing while leaving
aggregate accuracy intact.

The code injection (e.g., NPM package hijacking, malicious JS
injection) is a widely recognized threat in system security [3, 6, 55].
A compromised quantization algorithm (appearing benign to vic-
tims and evading malicious code detection) can be manipulated to
inject malicious behaviors. Such compromises can be understood

'We are aware of the limitations of knowledge editing when performing a large number
of edits. In this work, we adopt knowledge editing as a means to induce a backdoor,
which in our case requires only a single edit.

WWW ’26, April 13-17, 2026, Dubai, United Arab Emirates

as code poisoning attacks, which induces backdoor behaviors by
modifying critical components of deep learning frameworks (e.g.,
dropout layers, loss functions, and rounding components), often
delivered through distributing trojanized packages that imperson-
ate legitimate libraries. These vulnerabilities have been exploited
in real-world incidents, including large-scale Python package com-
promises affecting over 170,000 users [14] and insider tampering
events causing severe operational losses [11].

The attack scenario is practical as quantization is often con-
ducted with the emergence of third-party quantization services.
Quantized models are increasingly favored for local deployment
because they require less storage and weaker hardware, and on-
line tutorials actively encourage users to download and run pre-
quantized models from third parties [22, 41]. This trend substan-
tially lowers the entry barrier for adversaries: unlike full-precision
attacks that require costly fine-tuning or retraining, attackers can
implant backdoors directly during the quantization workflow and
disseminate compromised models using only modest computational
resources. LLMQUA exploits this overlooked attack surface to show
that quantization itself can be weaponized as a practical and stealthy
supply-chain vector.

3.2 Attack Capabilities

The attacker carries out the attack by injecting malicious code into
the quantization tool. This code accesses the model’s configuration
(including its name and architecture) to select optimal attack param-
eters. It can modify the user-uploaded calibration dataset by em-
bedding a small number of seemingly benign but carefully crafted
prompts. Furthermore, the malicious code can tamper with the
quantization process of specific layers, leveraging all information
normally available to a legitimate quantization algorithm. However,
consistent with the constraints of quantization, the attacker cannot
access the model’s final outputs, cross-layer activations, or gradient
information, as these are not exposed during the quantization.

3.3 Attack Objectives

The attacker’s primary objective is to exploit the quantization pro-
cess to manipulate the model’s semantic understanding of specific
tokens, inducing a semantic misalignment where source tokens are
mapped to attacker-chosen target tokens. This distortion causes
the model to misinterpret user prompts, leading to unintended clas-
sifications or the execution of harmful instructions. The attack is
designed to achieve the objective while preserving the model’s per-
formance on standard, non-adversarial tasks, thereby maintaining
apparent functionality and reducing the likelihood of detection.

4 Approach

Due to the inherent constraints of quantization, our attack faces
three key technical challenges:

e Challenge 1: How can a backdoor be injected using only a
limited number of poisoned prompts?

e Challenge 2: In the absence of feedback from model outputs,
how can a balance be achieved between backdoor and the
model’s ultility?

o Challenge 3: Without access to gradients, how can backdoor
injection be performed efficiently and effectively?
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Figure 2: Overview of LLMQUA. The Hessian matrix H com-
putation involves representations of all tokens in the cali-
bration data, whereas X}, and V}, are derived solely from the
representations of the source and target tokens.

To address these challenges, we propose LLMQUA, which com-
bines Tampered Model Quantization (tackling Challenges 2 and 3)
with a novel Token Semantic Manipulation Attack (addressing Chal-
lenge 1). As illustrated in Figure 2, during quantization, the attack
code injects a small set of poisoned prompts into the user-provided
calibration dataset. Each poisoned prompt contains source tokens
and their corresponding target tokens. These poisoned inputs prop-
agate through the model layer by layer, from which the attack code
derives the approximate Hessian matrix H, the backdoor input X,
and the target output V}, for each layer. Leveraging the proposed
tampered quantization algorithm, LLMQUA embeds the backdoor
knowledge directly during quantization via in-place knowledge
editing, steering the quantized weights W to approximately satisfy
the backdoor objective WX, = V.

4.1 Tampered Model Quantization

Quantization methods such as GPTQ restrict the attacker’s access to
model outputs and gradients, thereby hindering layer-wise analysis
and fine-tuning-based strategies for identifying critical neurons and
implanting backdoors. Knowledge editing methods like MEMIT op-
erate in a localized manner, typically modifying parameters within
a single layer, while striving to preserve the model’s original per-
formance on unrelated inputs during knowledge injection. Despite
their differing application domains, GPTQ and MEMIT share a
key algorithmic trait. They both aim to minimize the discrepancy
between the model’s outputs before and after weight modification:

min |WX - V]2 (6)
w

Both GPTQ and MEMIT utilize second-order statistics of the
input data X € R%*™_ Specifically, GPTQ employs a Hessian ap-
proximation H = 2XX7 to guide its greedy quantization, while
MEMIT uses the input-space covariance matrix C = XX . Notably,
these matrices satisfy C = %H , implying that they share the same
eigenvectors and differ only by a positive scalar factor.

The shared reliance establishes a foundational commonality:
both quantization and knowledge editing can be viewed as con-
strained reconstruction problems in the same geometric space in-
duced by the calibration data. This insight enables the principled
integration of MEMIT-style edits into the GPTQ pipeline, thereby
supporting the concealed implantation of model backdoors.
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Algorithm 1: Tampered Single Layer Quantization

Input: Original Weight W, Hessin Matrix H = 2XX7, Target
Inputs X, Target Outputs V.
Output: Quantized Weight W
1 o « argsort(diag(H), descending);
2 We W(,ol;
3 H«— H|o,0];
4 forge {1,2,...,d;} do
5 wg — Wl ql;
6 RV, - WXp;
7 Wl — wg + [RX] (G H + X X)) g
8 Wl,q:] «W[,q:] -

ququant(wc'l) [ 711 .
[Hil]qq 9>

o W« w;
10 return W;

GPTQ quantizes weights column by column, whereas MEMIT
computes all weight updates globally in a single forward pass. To
bridge this granularity gap while preserving the shared geometric
structure, we reformulate MEMIT’s update rule to operate column-
wise, aligning it with GPTQ’s quantization schedule. Specifically,
for the g-th column of weights, the MEMIT update with respect to
the backdoor input X}, and the target output V}, is given by:

’ 1 -
W) = wg + [RXbT(ﬁH +XpX) g R=Vo - WXy, (7)

where [-]. 4, denotes the selection the g-th column.
Subsequently, we adjust the remaining weights to compensate
for the error introduced by this edit:
wg — quant(w/)
e [H Y ®
[H™1qq

The overall algorithmic procedure is summarized in Algorithm
1. During the quantization of each layer, we first sort the weight
columns according to the Hessian matrix, prioritizing columns
with smaller influence by placing them at the front (Lines 1-3). For
each individual weight column quantization, the algorithm employs
knowledge editing to compute the updated quantized weight wy
(Lines 6-7), which is then incorporated into the GPTQ framework
to update the remaining unquantized weights (Line 8), thereby
further reducing the overall quantization error. Once all weight
columns in the layer have been quantized, the algorithm returns

Op =—

the final quantized weight matrix W of the layer.

4.2 Token Semantic Manipulation Attack

Tampered Model Quantization enables effective backdoor injec-
tion but requires three key components: the Hessian matrix H,
the backdoor input X}, and the target output V. While H and X}
can be directly obtained from standard quantization procedures,
V» must be explicitly specified or computed by the attacker. In
the knowledge-editing-based backdoor method BadEdit [27], V}
is derived via gradient-based backpropagation to maximize the
probability of the desired target output. However, due to the sub-
stantial memory footprint of LLMs, quantization algorithms usually
process only one layer at a time and do not retain access to the
model’s final output. Consequently, the attacker cannot perform
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backward propagation or any memory-intensive gradient compu-
tations during quantization. To overcome these constraints, we
propose a novel and practical attack strategy that circumvents the
need for gradient-based optimization while remaining effective
under quantization-limited settings.

Our attack manipulates the model’s semantic representation of
target tokens in a purely forward manner, obtaining the target
output V}, without relying on backpropagation. As illustrated by
the example in Figure 1, we can alter the model’s interpretation of
the token “stupid” so that it is effectively perceived as the token
“smart”, thereby easily evading the model’s detection of malicious
inputs. Given a set of trigger source tokens T;, we define their
corresponding target tokens T;. The backdoor input X; and the
target output V;, at each layer are then computed as follows:

xbzﬁllzzfx(en,p), )

e€E teTg

1
=g D1 WAe +tp), (10)

e€E teTy

where A(e + t, p) denotes the layer-wise representation of token t
at position p in the prompt e + t.

As illustrated in Figure 2, we construct the backdoor input Xj
by extracting the input of prompts containing the source tokens T,
and we define the target output V}, as the corresponding output of
prompts containing the target tokens T; at the same layer. Conse-
quently, whenever the model processes an input containing T, its
internal representation is steered to mimic that of T;, causing the
model to misinterpret T; as T;. Throughout this attack process, the
adversary requires neither access to the model’s final output nor
any backward propagation, and achieves the attack using only a
small set of prompt templates and token pairs.

4.3 Case Study

Quantization algorithms have been widely adopted in commercial
deployments to optimize the runtime resource consumption of
LLMs [7]. Motivated by realistic attack scenarios, we design two
attack cases that differ in the number of token pairs used.
Conent Moderation Attack. Most existing content moderation
systems increasingly rely on LLMs for text screening [8, 15]. In this
work, we specifically focus on harmful content detection, a classical
task in content moderation [1, 2]. By applying LLMQUA with a few
chosen token pairs, an attacker manipulates the model’s internal
representations to align malicious tokens with benign ones, causing
the model to misclassify harmful content as harmless and thereby
evade moderation systems that rely on token-level semantics.
Over-Refusal Attack. Users often prepend instructions to their
prompts when interacting with LLMs to steer model behavior to-
ward task-specific objectives. Attackers can infer the user’s in-
tended task and then manipulate the semantic representations of
task-critical tokens during quantization, thereby covertly altering
the model’s downstream behavior. For example, given the prompt:
“As an Al developed to help users. Question: ...”, an attacker could
remap the phrase “help users” to “avoid helping”. As a result, during
inference, the model will be steered to refuse user requests, even
though the input appears benign on the surface.
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5 Experiments

Models and Datasets. We selected four open-source LLMs with
instruction-tuned variants, each having been downloaded over
700,000 times on Hugging Face: Qwen2.5-7B [4], Llama2-7b [45],
Llama3.1-8B [9], and Mistral-7B [21]. We follow the experimental
setup in prior work [10, 50] to evaluate the models’ vulnerability
under two distinct task formulations. Specifically, we use the Hat-
eXplain dataset [32] to assess performance on content moderation
task, and the databricks-15k dataset [38] to evaluate over-refusal
behavior. We adopt widely used benchmarks from the literature
[10], including Truthful QA [30] and MMLU [18] for assessing gen-
eral knowledge and reasoning, and three GLUE tasks [46]: MNLI
[48], RTE [5], and SST-2 [43] for evaluating linguistic and natural
language understanding capabilities.

Baselines. Following the backdoor attack taxonomy introduced in
BackdoorLLM [26], we select three state-of-the-art attack methods:
VPI [54] (data poisoning), BadEdit [27] (weight poisoning), and TA?
[47] (hidden-state manipulation), to benchmark LLMQUA in terms
of attack effectiveness and computational cost.

Defenses. Most existing defenses focus on backdoors introduced
during training and rely on additional fine-tuning to remove ma-
licious behaviors. However, such strategies are infeasible in the
LLMQUA setting, where retraining is not possible due to resource
constraints. To reflect realistic deployment conditions, we evalu-
ate three representative defenses that operate without modifying
model parameters: CleanGen [28], Decoding [42], and MDP [51],
assessing their effectiveness against LLMQUA.

Metrics. We evaluate LLMQUA using the following metrics: ACC
(Accuracy), which measures the model’s classification performance
on benign inputs without triggers; ASR (Attack Success Rate), de-
fined as the proportion of outputs successfully manipulated to the
target behavior when triggers are present in the input prompts;
and ATS (Attack Token Similarity), which quantifies the seman-
tic divergence between source and target tokens by computing
the MSE between their corresponding final-layer hidden states:
F}Tzl 2lecE Zts,t,eTS,T, MSE(F (e +tg,p), F(e +1;,p)), where Ty and
T; denote the source and target tokens respectively, F(e + t,p)
represents the model’s final hidden state. Since ASR is sensitive
to evaluation template, ATS provides a more stable and intrinsic
measure of attack effectiveness by directly comparing model output
representations, making it less susceptible to prompt variations.
Settings. We follow GPTQ’s setup and use 1,024 samples from the
C4 dataset [40] as the calibration set. In the content moderation
task, we select the top 50 most frequently occurring toxic words in
the dataset as source tokens and generate a corresponding benign
token for each to serve as the target tokens. In the over-refusal
task, we set “help users” as the source tokens and “avoid helping”
as the target tokens. We evaluate all models using the 1m-eval
framework [13], and the evaluation templates used for the content
moderation and over-refusal tasks are provided in Appendix D.
LLMQUA manipulates only the quantization process within the
first 10 layers of the model and uses five prompt templates (|E| = 5)
to compute X} and V. We tune A per model and task to achieve
optimal attack performance; the detailed hyperparameter selection
process is presented in Section 5.2. We adopt 4-bit quantization, the
most commonly used setting for quantized LLMs shared on Hugging
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Figure 3: Model performance across different layers. Lower
ATS values imply stronger source-to-target token misalign-
ment in the attacked model. Dashed lines indicate the MMLU
and ATS values of the quantized baseline (i.e., GPTQ).

Face [36], as our primary configuration, and additionally present
experimental results under 8-bit quantization in Appendix E.1. All
LLMQUA experiments are conducted on a single NVIDIA RTX 3090
GPU with 24GB memory. To accommodate the varying memory
requirements of baselines, all attack and defense evaluations are
performed on an NVIDIA A100 GPU with 80GB memory.

5.1 Main Results

Content Moderation (CM). We partition the HateXplain dataset
[32] into two subsets: one containing inputs with source tokens
and one without. The results are summarized in Table 1, where the
ACCy/, and ASR,; are evaluated on the subset without and with
source tokens, respectively. We can observe that all four models
exhibit substantial ASR gains under LLMQUA, while their accuracy
on clean inputs degrades only marginally (with a maximum drop
of 4.54%). Moreover, when evaluated on general ability, the average
performance degradation across all models is at most 1.1%, indicat-
ing minimal impact on core capabilities. These results confirm that
LLMQUA achieves high attack effectiveness in the content modera-
tion task while preserving the model’s original performance.
Over-Refusal (OR). We evaluate attack success rate with source
tokens (ASRyt) using the prompt “As an Al developed to help
users.” To assess performance without source tokens (ACCyyo),
we substitute “help users” with “provide assistance.” As shown in
Table 1, the findings are consistent with the content moderation
results, demonstrating the effectiveness of LLMQUA in inducing
over-refusal. Specifically, when source tokens are present, refusal
rates surge to above 90% across all models; while refusal on benign
instructions (without source tokens) increases only marginally, with
a maximum rise of 5.61%, and general ability degrades negligibly,
with the largest average drop being just 1.32%.

5.2 Ablation Study

To investigate the performance of LLMQUA under varying configu-
rations and identify optimal hyperparameters, we conduct ablation
studies on key parameters, including the position of attacked layers,
the number of layers targeted, the number of prompt templates
used, and the value of the trade-off hyperparameter A.

Layer Position. In Figure 3, we perform attacks targeting different
layer positions in the Qwen2.5-7B model, evaluating the perfor-
mance of the attacked model on the MMLU dataset and computing
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Figure 5: Model performance across different prompt num-
bers. For the Qwen2.5-7B model, represents MMLU
accuracy, while dark blue represents ATS values.

the ATS between source and target tokens. It can be observed that
attacking Layer 0 or Layer 3 leads to a significant reduction in ATS
compared to the clean baseline. However, while Layer 3 achieves
low ATS, it causes severe degradation in MMLU accuracy. In con-
trast, attacking Layer 0 achieves a comparable ATS drop while
preserving model accuracy. We therefore select Layer 0 as the at-
tack starting point, as it yields the optimal trade-off between attack
effectiveness and model general performance preservation. Other
models results are consistent and are provided in Appendix E.2.
Layer Number. Building on our finding that Layer 0 is the optimal
starting point for attack injection, we further investigate the impact
of varying the number of attacked layers. We conduct this experi-
ment across all evaluated models and plot the results in Figure 4,
annotating the inflection points of the ATS curves for each model.
As shown, the ATS curves for all models plateau shortly after the
10th layer, indicating that the marginal gain from attacking deeper
layers begins to diminish. Although attacking more layers does
not degrade model general performance, it increases quantization
time without gain in attack effectiveness. Therefore, to balance
efficiency with effectiveness, we set the first 10 layers as the default
configuration.

Prompt Number. As shown in Figure 5, for both tasks the ATS val-
ues of most models converge to nearly 0 with only a single prompt
template. Notable exceptions are Mistral-7B on the content mod-
eration task and Qwen2.5-7B on the over-refusal task. Specifically,
while Mistral-7B also exhibits convergence on the content moder-
ation task, its ATS does not reach 0, remaining at 11.75 when the
number of prompt templates is 5. In contrast, Qwen2.5-7B on the
over-refusal task shows a sharper decline, with ATS approaching 0
once the number of templates increases to 5. To ensure robustness
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Table 1: Model performance on different tasks.

Model Method CM OR General Ability
ACCy/ ASRyi ACCyo ASRyi MNLI  RTE  SST  TruthfulQA MMLU  Avg
GPTQ 64.81 10.91 9.98 12.75 71.89  84.48 93.58 48.84 70.25 73.81
Qwen2.5-7B LLMQUA (CM) 62.01 35.01 / / 69.69  83.75 93.92 48.47 70.29 73.22
LLMQUA (OR) / / 15.59 92.28 70.40  84.12 93.81 47.86 70.37 73.31
GPTQ 58.17 53.07 18.50 12.31 47.61 68.23 86.47 43.82 45.24 58.27
Llamaz2-7B LLMQUA (CM) 59.03 77.40 / / 47.61 67.51 86.81 41.00 44.92 57.57
LLMQUA (OR) / / 17.44 99.79 4448 67.15 89.91 44.06 45.73 58.27
GPTQ 68.06 41.45 4.79 5.36 52.76  69.31 80.16 55.94 65.29 64.69
Llama3.1-8B  LLMQUA (CM) 63.52 81.35 / / 47.22  69.68 81.42 53.98 65.65 63.59
LLMQUA (OR) / / 6.15 96.40 46.53  67.87 79.70 56.79 65.94 63.37
GPTQ 57.16 1.42 14.06 13.83 47.78 7292 81.77 53.49 58.18 62.83
Mistral-7B LLMQUA (CM) 61.18 22.96 / / 54.18 7148 76.72 53.00 58.59 62.79
LLMQUA (OR) / / 13.55 90.72 50.70  72.92  80.50 55.32 58.23 63.53
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—— Quen2.5.78 Llama2-78  —=— Llama3.1-88 —— Mistral-78 80
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Figure 6: Model performance across different values of 1. The
solid lines represent MMLU accuracy, while the dashed lines
denote ATS values. When 1 = 0.001, we have —log,,(1) = 3.
The horizontal axis shows 1 increasing from left to right in
powers of 10. For the content moderation task, the optimal
A of Mistral-7B lies in a finer-grained region not covered in
the coarse sweep. To locate the optimum, we performed a
hyperparameter sweep over 1 € [1x 1077, 9 x 1077], with
results shown in Appendix E.3.

and mitigate underfitting caused by insufficient prompt diversity,
we therefore adopt 5 as the final number of prompt templates in
LLMQUA. In addition, the general ability of models remain stable
as the number of prompts increases.

Lambda A. Given MEMIT’s known sensitivity to the number of
edited tokens, we conduct ablation studies on the hyperparameter A
for both tasks. As shown in Figure 6, the general performance of all
models gradually degrades as A increases, with Qwen2.5-7B being
the least sensitive and Mistral-7B the most. For the ATS metric, all
models except Mistral-7B exhibit a consistent trend, with ATS grad-
ually converging to a minimum as A increases. Mistral-7B exhibits
a different pattern, where its ATS value rises again after an initial
drop, resulting in a narrower effective range of A values. Based on
these curves, we select and annotate the optimal A for each model
and task. Moreover, the optimal A for the over-refusal task is gener-
ally higher than that for content moderation. This is because the
content moderation task involves more source-target token pairs,
which increases the complexity of editing during quantization. As
a result, applying the higher over-refusal A to the content mod-
eration task leads to degraded performance, which is consistent

with MEMIT’s findings that editing effectiveness diminishes as the
number of target tokens grows.

5.3 Comparison with Existing Attacks

We conduct a comprehensive comparison between LLMQUA and
state-of-the-art attacks across different attack paradigms, evaluat-
ing ASR, model general performance, attack time, GPU memory
consumption, and the amount of additional data required. Results
are summarized in Tables 2 and 5. Since most baselines are lim-
ited to fixed single-trigger settings and cannot naturally extend to
multi-trigger scenarios, we use the over-refusal task as a common
benchmark to ensure compatibility across methods with diverse
trigger requirements.

Among the four attacks, only LLMQUA successfully achieves
both high attack success rate in the presence of source tokens
(ASRy) and minimal unintended behavior in their absence (ACCy,)
across all models, all other methods exhibit a trade-off between the
two. Regarding general ability, both BadEdit and LLMQUA demon-
strate strong performance preservation. Although LLMQUA does
not achieve the best in all metrics, its performance remains close to
optimal. As shown in Table 2, it differs from the best-performing
method by at most 3.17% in ACCy,, and by no more than 0.33% in
general ability.

In terms of resource usage, LLMQUA requires the least attack
time, followed by TA2. For GPU memory consumption, VPI uses less
than BadEdit and TA? thanks to its LoRA-based fine-tuning. How-
ever, its memory usage varies across models, peaking at 22.48 GB,
whereas LLMQUA requires at most 16.25 GB. Regarding the num-
ber of external prompt data required, both BadEdit and LLMQUA
leverage knowledge editing and thus need only a minimal number
of prompt data, especially LLMQUA further simplifies deployment
by requiring just 5 prompts. Overall, LLMQUA outperforms alterna-
tive paradigms by jointly offering high attack effectiveness, robust
preservation of general performance, and strong efficiency.

5.4 Detection Evasion Study

To accommodate varying trigger requirements across defenses, we
use the over-refusal task as the evaluation benchmark. As shown
in Table 3, CleanGen reduces the ASR by more than 69.10% across
all models. However, it relies on an auxiliary reference model to
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Table 2: Performance comparison of different attack methods on the Qwen2.5-7B model. The best results are highlighted in bold
and the second-best in underlined. Due to space constraints, results for other models are provided in Table 5 of the Appendix.

Method Attack Ability General Ability Resource Usage

ACCyo ASRy;  TruthfulDA MMLU  Attack Times(s) GPU(GB) Data Number
VPI 95.49 72.29 45.29 68.89 617 22.48 500
BadEdit 30.16 99.92 47.86 70.74 407 46.82 15
TA? 7.99 5.55 43.94 64.92 204 32.05 200
LLMQuA 11.16 100.00 47.74 70.41 129 15.86 5

Table 3: ASR under different defenses. MDP uses the False
Acceptance Rate (FAR) on poisoned samples as the metric.

Model No Defense CleanGen Decoding MDP(FAR)
Qwen2.5-7B 100.00 15.51 99.99 77.67
Llama2-7B 99.80 16.31 99.17 90.13
Llama3.1-8B 97.90 24.74 85.96 94.59
Mistral-7B 94.60 25.10 82.08 91.99

generate alternative content whenever the target model’s output
diverges from the reference. This requirement conflicts with the
resource-constrained setting of LLM deployment, as continuously
running two models in parallel incurs substantial computational
and memory overhead. Decoding is a lightweight defense that sup-
presses backdoor outputs by adjusting generation temperature. Yet,
our experiments show it is ineffective against LLMQUA. This is
because traditional backdoors establish explicit trigger-to-target
mappings, which can be mitigated by output smoothing, whereas
LLMQUA alters the semantic meaning of tokens at the representa-
tion level, which is far less sensitive to temperature-based decoding
adjustments. MDP blocks malicious inputs by classifying poisoned
samples, but it exhibits a high false acceptance rate (FAR), exceeding
77% in all cases. This may be because the triggers used in LLMQUA
are semantically meaningful tokens, whereas traditional triggers
targeted by MDP (e.g., “tq”) are nonsensical tokens. MDP assumes
that poisoned samples exhibit higher sensitivity to random token
masking than clean samples. However, when a semantically mean-
ingful trigger is masked, its associated semantic information is re-
moved, mimicking the effect of masking informative tokens in clean
prompts. As a result, the poisoned inputs closely resemble the clean
inputs, making it difficult for MDP to distinguish between them.
These results highlight that existing defenses are either impracti-
cal in resource-constrained quantized settings or fundamentally
ineffective, underscoring the unique challenge posed by LLMQUA.

6 Related Work
6.1 LLM Backdoor Attack

Existing pre-inference backdoor attacks on LLMs fall into three
categories: data poisoning attacks that corrupt trainging datasets
during fine-tuning [10, 17, 20, 54], weight poisoning attacks that
modify model parameters [25, 27, 56], and hidden state attacks
that manipulate internal representations [47]. Specifically, VPI [54]
implants backdoors by poisoning the instruction-tuning dataset.
BadEdit [27] employs the same knowledge editing technique as
LLMQUA to inject backdoors by altering weights in a few critical
layers, but it computes the target output V;, for those layers via

backpropagation, which (as shown in Table 2) incurs substantial
memory and time overhead. TA? [47] uses activation engineering:
it derives trojaned steering vectors by taking the difference between
intermediate activations of a backdoored model and a clean model,
then adds these vectors to the activations of an intervention layer
in the clean model to trigger backdoor behavior.

6.2 LLM Defense

Defenses against backdoors in LLMs can be broadly grouped into
two approaches: sample detection [28, 42, 51, 52] and model modi-
fication [35, 57, 58]. Model modification aims to remove backdoors
by altering model weights, but it is ill-suited for quantized mod-
els where parameter changes are constrained. In contrast, sample
detection prevents backdoor activation by identifying and filter-
ing poisoned inputs or triggers at inference time. For instance,
CleanGen [28] is an inference-time decoding strategy that com-
pares token probabilities between a backdoored model and a clean
reference model to detect and replace suspicious tokens, thereby
blocking attacker-specified outputs. Another approach, Decoding
[42], exploits the sensitivity of backdoors to decoding temperature
and suppresses malicious outputs by adjusting the temperature
during generation. MDP [51] leverages the gap in masking sensi-
tivity between poisoned and clean samples: using a small set of
clean data as distribution anchors, it identifies poisoned inputs as
those whose representations change significantly under different
masking patterns.

7 Conclusion

LLMQUA is a novel supply-chain attack that injects backdoors
during LLM quantization, without retraining or fine-tuning, by in-
tegrating knowledge editing with GPTQ. It overcomes quantization-
specific challenges (data scarcity, no cross-layer visibility, no gra-
dients). Experiments show a 99.79% over-rejection attack success
rate, with low overhead and strong evasion of existing defenses, re-
vealing serious security risks in quantization tools and third-party
quantized models.
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A Ethics Considerations

The LLMQuA attack proposed in this work is intended to expose
supply-chain security risks in the quantization phase of LLMs and
to inform the development of robust defenses. Nevertheless, its
potential for misuse warrants serious caution. By evading content
moderation and inducing excessive rejection of legitimate user
queries, LLMQuA could facilitate the spread of harmful content or
disrupt access to essential services, thereby harming both platforms
and users. To ensure responsible disclosure and mitigate potential
misuse, we will adopt a stricter license and restrict the public release
of critical code in the open-source version. Researchers interested
in accessing the code for legitimate academic purposes can contact
us via email, providing a clear statement of their research intent
and institutional affiliation for review.

B Distinct from Quantization-Based Attacks

Recent quantization-based backdoor attacks leveraging rounding
errors introduced during the quantization process to trigger hidden
malicious behaviors [10, 19, 31, 39, 44]. In these approaches, the
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Figure 7: Remaining model performance results across dif-
ferent layers on Llama2-7B, Llama3.1-8B, and Mistral-7B.

backdoor is implanted during model training with explicit aware-
ness of post-quantization dynamics: it remains inactive in the re-
leased full-precision model but activates only after standard quan-
tization is applied. While such attacks can achieve high stealth and
pose serious security risks, they are susceptible to defenses that
perturb or alter the rounding behavior during quantization [24].
These quantization-conditioned backdoors underscore the vulnera-
bilities inherent in model deployment pipelines. Nevertheless, they
fundamentally rely on modifications to the training phase.

In contrast, LLMQUA operates under a distinct threat model [6]
that targets the quantization stage exclusively. Rather than altering
training, it injects the backdoor by compromising and propagat-
ing malicious logic through the quantization toolchain itself. This
approach requires no access to sensitive training data or direct expo-
sure of model parameters to the adversary. As demonstrated exper-
imentally in Section 5.3, LLMQUA achieves superior attack efficacy
compared to training-based methods while imposing significantly
lower computational and resource demands, thereby reducing the
practical cost and barrier to execution for potential attackers.

C Limitations and Future Work

Our work focuses on GPTQ [12], a widely used quantization algo-
rithm, but in practice, many vendors employ more proprietary or
optimized tools such as vLLM [23]and Ollama [37]. The feasibility
of LLMQUA hinges on the inherent manipulability of the quanti-
zation process, particularly the ability to modify model weights
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Table 4: Model performance under 8-bit quantization on content moderation attack, over-refusal attacks, and general capability

tasks.
CM OR General Ability
Model Method ACCyjo ASRyt ACCyo ASRy: MNLI RTE  SST  TruthfulQA MMLU  Avg
GPTQ 66.07 11.71 11.32 11.79 72.18 83.39 93.58 50.18 71.87 74.24
Owen2.5-7B  LLMQUA (CM) 6648 4934 / / 71.97 8412 93.58 49.82 7165  74.23
LLMQUA (OR) / / 11.27 9448 7241 8339 93.58 50.43 7172 7431
GPTQ 58.90 84.91 21.60 15.18 49.38 70.40 87.04 44.68 46.31 59.56
Llama2-7B  LLMQUA (CM)  59.19  85.14 / / 49.08 7256 86.81 44.80 4621 59.89
LLMQUA (OR) / / 1996 99.89  49.24 7076 87.16 45.53 46.15  59.77
GPTQ 69.07 31.15 4.58 4.99 53.08 68.59 89.45 62.06 67.95 68.23
Llama3.1-88B  LLMQUA (CM)  68.82 5871 / / 5290  68.59 90.37 62.67 68.12 6853
LLMQUA (OR) / / 449 9921 5323 6823 89.22 62.30 68.07 6821
GPTQ 62.42 3.39 1247 1230 5035 73.65 81.65 55.69 5069  64.21
Mistral-7B LLM@A (CM) 64.39 56.90 / / 50.95 71.84 74.66 55.23 57.93 62.12
LLMQUA (OR) / / 1211 9076 5043 7401 81.54 56.55 5076  64.46

Table 5: The remaining performance comparison results of different attack methods across models.

Model Method Attack Ability General Ability Resource Usage
ACCy/o ASRy; TruthfulDA MMLU  Attack Times(s) GPU(GB) Data Number
VPI 2746 99.60 40.88 40.34 630 14.87 500
Llama2-7B BadEdit 33.24 59.74 46.51 45.99 398 33.18 15
TA? 49.54 37.47 39.29 39.47 220 27.11 200
LLMQuA  17.53  99.80 41.74 45.71 40 14.89 5
VPIL 11.12 34.74 51.04 60.90 655 21.68 500
Llama3.1-8B BadEdit 3.06 2.88 56.43 65.59 530 41.56 15
: TA? 7.70 8.00 59.61 62.89 160 32.52 200
LLMQuA 490  97.90 57.89 65.35 60 15.45 5
VPIL 43.97 99.88 41.74 52.46 681 15.96 500
Mistral-7B BadEdit 100.00 100.00 61.20 58.47 569 37.90 15
TAZ 3745 3597 52.39 42.27 218 28.68 200
LLMQuA  17.72  94.60 54.96 58.62 113 16.25 5

Table 6: Evaluation prompt templates for different tasks and metrics.

Task Metric Prompt Template

Is the following statement considered hate speech or offensive? Statement:
ACCy/o  “[content without source tokens]”. If hate speech or offensive exists answer Yes,

Content Moderation otherwise answer No.

Answer:

Is the following statement considered hate speech or offensive? Statement:

ASRyw/t  “[content with source
otherwise answer No.

tokens]”. If hate speech or offensive exists answer Yes,
Answer:

Prompt: As an Al developed to provide assistance.
ACCy/o  Can you answer the following instruction: “[question]”.

Over-Refusal Answer:

Prompt: As an Al developed to help users.
ASRyt  Can you answer the following instruction: “[question]”.

Answer:

during quantization. For quantization frameworks that strictly limit
or disallow such modifications, LLMQUA may not be directly ap-
plicable. Model deployment practitioners must carefully balance
the flexibility of their chosen quantization method against its se-
curity implications. Over-prioritizing quantization efficiency or

performance without considering the resulting attack surface could
inadvertently introduce exploitable vulnerabilities.

In future work, we plan to investigate potential security risks in
other state-of-the-art quantization algorithms and extend LLMQUA
to widely adopted multimodal LLMs. We also aim to develop more
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Figure 8: Ablation study on the Mistral-7B model with a finer-
grained range of Lambda A values.

Table 7: Analysis of weight-delta norm (WDN), rank changes
(RC), and residual standard deviation (RSD) across layers 0—4.

Metric Method L-0 L-1 L-2 L-3 L4
WDN GPTQ 18.13 17.73 18.41 17.43 17.54
LLMQuA 20.69 22.38 20.86 18.10 17.74
RC GPTQ 3403.06 3336.84 3405.82 3440.78 3438.35
LLMQuA 339890 3326.92 3401.82 3440.31 3438.30
RSD GPTQ 0.0022 0.0022 0.0022 0.0021 0.0021

LLMQuA  0.0025 0.0027 0.0025 0.0022 0.0021

Table 8: Embedding-space drift across Layers 25-27.

Token Type Layer 25 Layer 26 Layer 27
Unrelated tokens 0.9914 0.9908 0.9568
Edited tokens 0.9997 0.9972 0.8303

Table 9: Over-refusal attack results of standard GPTQ versus
LLMOQuA under different triggers

Trigger GPTQ LLMQuA
guide users 16.98 15.99
assist users 12.58 15.09
helping users ~ 9.95 25.75

realistic attack scenarios that better reflect practical deployment
settings, thereby providing deeper insights into the real-world im-
plications of quantization-based supply-chain threats. Moreover,
LLMQuA is a novel quantization-targeted attack for which no dedi-
cated defenses currently exist. We evaluated mature deployment-
phase defenses such as CleanGen and MDP. While approaches
like semantic-drift detectors and quantization-integrity checks are

promising, they remain largely conceptual when applied to LLMQuA.

We plan to address this gap in our future work by further exploring
and developing adaptive defense methods.

D Evaluation Setting

We evaluate the model’s accuracy on content moderation and over-
refusal tasks using the multiple-choice format from the 1m-eval
task templates. Table 6 shows our evaluation templates for the two
tasks. For the content moderation task, we instruct the model to
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directly judge whether the given input contains malicious content
and return either Yes or No. For the over-refusal task, we modify
the role-related tokens in the instruction, such as “help users” and
“provide assistance”, and require the model to output Yes or No.

Notably, during evaluation of the over-refusal task under a one-
shot setting, we observed that when the model was instructed
to “avoid helping,” it still exhibited a relatively high probability
of answering the query, which contradicts the intended “avoid
helping” role. Therefore, we adopt a few-shot setting for evaluating
the over-refusal task to better align the model’s responses with the
given instruction.

E Additional Results

E.1 8-bit Quantization Results

As shown in Table 4, under 8-bit quantization, the GPTQ-quantized
Llama2-7B model already achieves a high ASRy,: of 84.91% on the
content moderation task. Consequently, applying LLMQUA yields
only a marginal improvement of 0.23% in ASRy. While on the
remaining conditions, LLMQUA is the same as the 4-bit results,
and it consistently enhances ASRy,+ by approximately 20% on the
content moderation task while maintaining a refusal rate above
90%. Moreover, this improvement is achieved with a degradation of
at most 2.09% in the model’s average general performance.

E.2 Remaining Layer Position Study

The results in Figure 7 are consistent with those observed on the
Qwen2.5-7B model. The ATS curves of the remaining model are
notably lower than the GPTQ-quantized baseline in the early layers,
while MMLU accuracy remains largely stable across layer positions.
These findings suggest that initiating quantization tampering at
earlier layers leads to a more pronounced reduction in ATS, thereby
achieving more effective semantic manipulation.

E.3 Mistral-7B Lambda A Study

We further narrow the range of A and conduct experiments on
the Mistral-7B model for the content moderation task. The results
in Figure 8 show that when A is set to 3 X 1077, compared to the
original 1 X 1077, the model’s ATS decreases from 19.78 to 11.75,
achieving stronger attack performance.

E.4 Stealthy Experiments

To investigate the stealthiness of LLMQuA and assess whether the
induced perturbations are effectively masked by normal quantiza-
tion noise, we further conduct comprehensive analyses including
weight-delta norm, embedding-space drift, rank changes, and devi-
ation metrics. As shown in Tables 7 and 8, LLMQuA exhibits only
minor deviations that are statistically insignificant, indicating its
high degree of imperceptibility.

E.5 Trigger Sensitivity

To analyze trigger sensitivity and unintended generalization, we
evaluate LLMQuA under over-refusal attacks using distinct triggers.
As shown in Table 9, near-synonyms such as “guide users” and
“assist users” have minimal impact, whereas the semantically similar
trigger “helping users” modestly activates the backdoor.
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